
Estimate for Statement of Work #1 (Infrastructure and WebApp Audit) 

  

Statement of Work Estimate, (the “SOW”) was prepared November 8, 2019 

by ____________________ (TeamName) (“Consultant”), for City of New City (the 

“Company”). 

 

Article 1-Project 

 

1.1 Estimated Project Time. 

 

Task Name Est. 

Hours 

Review of Web Services: 

Complete audit of services at following URLs: 

 http://611.newcity.city 

 http://payroll.newcity.city 

TBA 

Review of Development Operations Services: 

Verify security of New City’s container allocation service, available via 

http://allocator.newcity.city:1917 

TBA 

Holistic Review: 

Complete investigation of any other New City resources 

discovered 

TBA 

Reporting: 

Provide New City with a report of your findings, including descriptions of 

evidence, explanation of processes and techniques used, and any conclusions 

drawn about potentially vulnerabilities or wrongdoings. 

1 Hr 

Time Total 8 Hours 

 

 

Article 2-Requirements and Prerequisites 
 

2.1 Requirements.  The Company shall provide the following to Consultant to 

perform services: 

 

(a) Internet and network access to New City services 
(b) Any programs directly available on New City hosted apps 
(c) Advice from volunteers and competition leads.  



Article 3-Deliverables 
 

3.1 Requirements.  The Consultant shall provide the following to Company at 

the conclusion of the audit: 

 

(a) A formal report describing: 

a. Evidence obtained 

b. Techniques used 

c. Conclusions reached 

(b) Description of any other (potentially criminal) wrongdoings uncovered during 

the assessment of New City Services 

(c) Reports shall be submitted as a PDF via email to be specified by challenge 

leads. 

(d) Reports should be verbose, descriptive, and serve as a step by step guide to the 

problems you’ve found. 

 

Article 4-Items Currently Out of Scope 
 

4.1 Out of Scope.  Please don’t attack non-challenge infrastructure. 

 

(a) Web hosts and infrastructure (don’t take the sites down on purpose) 
(b) Deletion of challenge files (got a shell? Be nice.  Get your information and 

move on) 
(c) No automated out of the box tooling (no sqlmap, dirbuster, nmap, etc.) 

  



____________________________________________________ 
 

From the Office of the Mayor 
New City, State 

 
____________________________________________________ 
 
To Whom It May Concern: 
 
Dear Team, 
 
 Thank you for your service in the pursuit of securing our city against the 
forces of corruption, evil, and hacking.  Our world is becoming so much more 
online, and cyberspace is in constant need of monitoring and defending.  I 
shudder to think of a world without people like you. 
 The people of New City are forever in your debt.  My office is in your debt.  
Thank you for your service.  Your cyber-service. 
 
 
Kindest Regards, 
Mayor Jenkins 

Mayor Jenkins 

 
Seal of the City of New City 
  



 


